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Fraud, I1s that a problem?
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Global Remarks

3.840.000.000.000 Euro = The global costs of Fraud

(Infosecurity)

5.500.000.000.000 Euro = The global costs for
company's due to data breaches

(Nordea Bank)




Fraud Reported to Swedish Police
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Card not present, CNP

Stay secure when buying online

* Verifiedby MasterCard
VISA SecureCode

2017: 80.000 reported cnp fraud, the real real number was
160.000
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Card information ?

-Data Breach
- Pos Malware
- Keylogger internt/externt
- Phishing

iy
L -l
s bk g
sl



Google

Polisen

Data Breaches

Zazpoz 24,000,000 weh hacked
Sony Online Entertasinment 24,600,000 gaming hacked

UK Revenue & Customs 25,000,000 government lost [ stolen media
U.5. Department of Veteran Affairs 26,500,000 government, military lost f stolen computer
Tianya Club 28,000,000 wieh hacksd

Taringa 28,722 877 web hacked

Achley Madison 32,000,000 wieh hacked

RockYou! 32,000,000 wieb, gaming hacksd

Steam 25,000,000 weh hacked
CardSystems Solutions Inc.

{MasterCard, Viea, Cleeover Finandal Servicas and Amancan Exprace) SR finanezl nacied

Weshly 43,430,318 wisgh hacked

Ewsrnote 50,000,000 web hacked

Living Social 5D,0D0,000 wieh hacksd
Commission on Elections 55,000,000 govermment racked

Home Depot 55,000,000 retail hacked

Tumbir B5,450 2088 wish hacksd

Target Corporation 70,000,000 retail hacked

JF Morgan Chase 76,000,000 financial hacksd

Matiens| Archives and Records Administration (U.5. military weterans’ records) 76,000,000 military loet f stolen medis
Sony PlayStation Metwaork 77,000,000 gaming hacked

Anthem Ine. £0.000.000 healthesre hacked

AOL ©2,000,000 web inside job, hacked
TH i T Maxx 24,000,000 retail hacked
Rambler.ru 08,167,835 web hacked

Heartiand 130,000,003 financisl hacked

Equifax 143,000,000 financial, credit reporting | hacked

eBay 145,000,000 web hacked

Adobe Systzms 152,000.000 tzch hacked

Massive American buzinzss hack

InEumng T-El2vEn nd Nasaan 160,000.000 financial hacked

Friend Finder Networks 412,214,205 web poor security / hacked
Yahoo 500,000,000 wich hacked

Yahoo 3 (I AN Ann weh harked

For sale — Darknet Carding sites
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Equifax - Interesting Breach ...

- Equifax Inc. is a consumer credit reporting agency in the US

- collects and aggregates information on over 800 million individual consumers and more than 88
million businesses worldwide.

- cybercriminals accessed approximately 145.5 million U.S. Equifax consumers' personal data,
including their full names, Social Security numbers, birth dates, addresses, and, in some cases,
driver license numbers.

- atleast 209,000 consumers' credit card credentials were taken in the attack.

- Residents in the United Kingdom and Canada were also impacted

¥ Polisen
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Magnitude/Vulnerability

Trustwawe Spiderlabs
- 81% didn’t discovered it themselves
- 98% of the surveyed companies had weaknesses

- 95% mobile apps had weaknesses

The criminal's return was staggering 1425%
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IBM

- 256 days for discovery
- 158 days to delete
- Average cost per company about 50 million sek (530.000 Euro)
- Cost per data record 1.400 sek ( 150 Euro)

(Centric och Ponemon Institute)

HP

- Of 200 companies with more than 1,000 employees, 100% were exposed to data
breach, of which 67% in the past year
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Can the private sector prevent CNP?

Monitorising (ecommerce kyc)
3D-Secure!

Amex Safekey — Dynamic Password
Gemalto, Oberthur — Dynamic CVV
Swedbank
Internet barrier / Geoblocking
(PSD2/GDPR)

- Polisen
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CNP 2018
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40% increase so far...
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Reasons for the increase

e Card On File (CPP)

« Payment App:s on smartphones (Cash-Out)
 Chinese e-comm merchants (CPP and Cash-Out)
* Test purchases
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Is Investigation the solution?

« 201 000 reported fraud cases
* Increase each year 10-15 %
« 80 000 CNP cases usoom)

« 267 fraud investigators

e 30 of them just administrate
CNP reports ( read and kill ).

e Impossible...
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Prevention

e Awareness

» Affect those who own the tools to prevent the
fraud

 Find out what makes the fraud possible

* Opinions publicly - Take advantage of the
opportunity
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AWARENESS

Use media to alert but also to affect
(The search: my name and “fraud” gave 144.000 hits)

Go gle Jan Olsson Bedrageri m 3 Q

Allt Bilder MNyheter Wideor Kartor Fler Installningar “Werkiyg

IUngefér 144 000 resultat (0,35 Sekunder}l

Jan Olsson | Aftonbladet

https:ffwww aftonbladet.seftagg/ce7c4bfd660beb86e1a0cb26a8f6628e13bc 145f
Fracka bedragerierna i handeln — sa undviker du dem. Jan Olsson fran polisens nationella
bedragericenter forklarar. 25 nov 2017 MIN EKOMNOMI ...

Sa skyddar du dig mot bedragerier med Bank-I1D | Aftonbladet

https-/fwww aftonbladet se/nyheter/a/@mViMGw/polisen-om-nya-metoden

14 apr. 2018 - Bedragarna har anvant sig av "spoofing"” tidigare men inte vid kapning av bank-id, sager
Jan Qlsson, polisens nationella sakerhetsexpert.

Varningen: Bedragare utger sig vara poliser - Expressen
https:/fwww expressen se/dinapengar/varningen-bedragare-utger-sig-vara-poliser/

e mars 218 Policene natinnella hadrisariavaart  lan Olessan  har oficteAttling varnat 6 nnnlannet

It is about informing the public, businesses, organizations
and politicians, at all levels, what to do and what not to do.
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Affect those who own the tols

Together we are strong, alone we are nothing.

« The LEA can’'t do anything by themselves

e Create strong, permanent and ongoing partnerships
with external partners

* Influence process owners against a higher level of
security

TP =
N
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Find out what makes the fraud possible

Analyze the chain and find the weak link..
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Drive opinion

* Inform the politicians and those who own the process
that creates the problem, it works, they can make a
difference..

e Use Media as an ax..

 What is said on television and written in the
newspapers is read by police management,
companies and politicians

A = _ [ ]
0w
" ‘- ,’
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Global actions with preventive results

= EURSPOL
E E 3 Eal:eg:;r::ﬁdn Cybercrime

- GAAD (GlobalAirport Action Days)
- ecommercedays

- Topp100 Fraudsters

{@EC3Europol

Europal Unclersified - Besic Protection leesl
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Connected People
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Source: Mario Morales, IDC
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Revenue Opportunity

IOT

Embedded and"*
Intelligent Systems

' i

50
TRILLION

GBs of Data
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Eller nar sker det forsta digitala mordet?

26



Who iIs In the lead of development ?

¥ Polisen
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Cambridge report 2010, a man-in-the-middle attack.

“I'd like 150 pounds, please”
T={Amount:150, Currency:GBP, Date:2014-05-20}

CARD ATM/POS ISSUER
A
= —]
Knows: KEY, ATC Knows: T, UN Knows: KEY, ATC

T: Transaction data (amount, currency, date, ...}
KEY: Secret crypto key (3DES/AES)

ATC: Application Transaction Counter

UN: Unpredictable Number (a.k.a. monce)
ARQC: Authorisation Request Cryptogram
ARC; Authorisation Response Code

ARPC: Authorisation Response Cryptogram

Polisen
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Equipment needed, 2010-2011

bank|| | 1|||bank

stolen =
card

{

reader PC(Python) . FPGA - ~——Tfake card terminal acquirer issuer




Simultaneously in a basement

40 st cards, 680.000 dollar.

A {1
o bdkd A
= 4
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Impact of the fraud situation

- A treath to the monitary system
- A treath to society

But:

- Too much losses increase the propensity of change
- PSD2/GDPR

a4 Polisen
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Jan Olsson, NBC
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